IHamsarku «be3onacHbIi HHTEPHET»
KoMmnbroTepHbie BUPYCHI

KommbioTepHbIii BHPYC - 3TO Pa3HOBUAHOCTH KOMIBIOTEPHBIX MPOTpam,
OTIUYUTENIBHON OCOOCHHOCTBIO KOTOPOH SIBISIETCS] CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nomonHeHne kK 3TOMY, BUPYCHI MOTYT MOBPEAUTH WIIH MOJHOCTHIO YHUUITOKHUTH
Bce (haiiyIpl U JaHHbBIE, TTOJKOHTPOJIBHBIE TTOJIB30BATEN0, OT IMEHH KOTOPOTO OblIa
3alyIieHa 3apakeHHash mporpamMma, a TakKe MOBPEAUTh WU JaKe YHUYTOXHTH
OIIEPaLlMOHHYIO CHCTEMY CO BceMu (paiimamu B nenoM. B OonblmimHCTBE ciyyaes
pacTIpoCTPaHSIOTCSI BUPYCHI Yepe3 HHTEPHET.

MeTOIIBI 3aIUThI OT BPCAOHOCHBIX ITPOrpaMmMm:

1. HCHOHBSYﬁ COBPCMCHHBLIC OIICPATUMOHHBIC CUCTCMbI, UMCIOIIINC CepBGSHBIﬁ
YPOBCHB 3alIUTHI OT BPpCAOHOCHBIX IIPOTpaMM;

2. [TlocrossHHO ycTaHaBiauBail mnautu (MUPOBBIE 3aIUIaTKH, KOTOpPbHIE
aBTOMATHUYECKH YCTAHABIMBAIOTCS C LEJIbI0 JOPAaOOTKM MPOrpaMMbl) U JIPyrUe
OOHOBJIEHUSI CBOeW omnepaluoHHOW cuctembl. CKauuMBaii HMX TOJBKO C
opurmanbHoro  caiita  paszpaborunka OC. Ecimm  cymectByer — pexum
aBTOMAaTHU4YECKOro OOHOBJIEHMSI, BKIIFOUH €T0;

3. PabGoraii Ha cBOEeM KOMIIBKOTCPC IIO0J IIpaBaMU II0JIB30BATCIIA, a HC
aJIMUHHUCTpATOpA. DTO HE NO3BOJIUT 6OJ'II>HII/IHCTBy BpPpCAOHOCHBIX IIpOTpaMM
HHCTAJIJIMPOBATHCA HAa TBOCM IICPCOHAIBHOM KOMIIBIOTCPC,

4. Wcnonp3ydi aHTUBHPYCHBIC MPOTrPaMMHBIC TMPOAYKTHI  H3BECTHBIX
IIPOU3BOUTENIEH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub HU3NUECKUHN JOCTYI K KOMIIBIOTEPY JJI IOCTOPOHHUX JIUIL;

6. Ucnonp3yil BHENIHUE HOCUTENW WH(MOpMAIUHU, Takue Kak (iemnika, JTUCK
WK (aitn u3 MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX NCTOYHUKOB,;

7. He oTkpbIBail KOMMBIOTEpHBIC (HaliIbl, TMOJYYCHHBIE H3 HEHAJACKHBIX
ucTOuHUKOB. Jlaxke Te Qailnbl, KOTOpHIE MPUCTAT TBOW 3HAKOMBIN. Jlydiie yrounu
y HETO0, OTIIPABJISI JIU OH Te0e UX.

Cern WI-FI

Wi-Fi - 310 He BUA mepefadn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeHI,
mapka. Eme B 1991 romgy HuaepnaHickas KOMITaHHS 3apeTrHCTpHpoOBaia OpeH.
"WECA", uyto o6o3Hauano crnoBocouetanue "Wireless Fidelity", xoTopsiii
MepEeBOUTCA Kak "OecrpoBOAHAS TOYHOCTh".

Jlo Hamiero BpeMeHH jaouuia Apyras abOpeBuaTypa, KOTopas SBJISIETCS TaKOu
xe TexHojorue. Jto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLJIO JaHO C



HAaMEKOM Ha CTaHAapT BbIclIed 3BykoBoMl TexHuku Hi-Fi, uro B mnepeBojae
03Hayaer ""BbICOKAasi TOYHOCTH'.

Jla, OecruiaTHBI MHTEPHET-IOCTYN B Kade, OTesIX U a’dpomnoprax SBISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOrMe sKCHepThl CUUTAIOT,
yTo obmeaoctynubie Wi-Fi ceTu He sSBIsAIOTCS 0€30MacHbIMHU.

CoBeThlI 10 0€30MacHOCTH PabOTHI B 00IIEAOCTYMHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro nuuHyro uHpOpMaruio dyepe3 oobieaoctymnabie Wi-Fi
cetu. PaboTast B HUX, JKeJIaTeIbHO HE BBOJMTH MApOIU JOCTYIIA, JIOTHHBI M KaKUe-
TO HOMEpa;

2. Ucnonb3yil u 0OHOBJISIH aHTUBUPYCHBIE MporpaMMmbl U OpaHamayep. Tem
cambIM Thbl 00€30I1aCHIlIb ce0s OT 3aKauKHU BUpPyca HA TBOE YCTPOUCTBO;

3. IIpu ucnons3oBanuu Wi-Fi otkintoun ¢pynkuuio "OOumit qoctyn k Qaitnam
u npuHTepam". JlaHHasg (QYHKIMSA 3aKpbITa MO YMOJYaHUIO, OJJHAKO HEKOTOPHIE
MOJIb30BATENN aKTUBUPYIOT €€ AJis y100CTBa NCIOIb30BaHus B paboTe min yueoe;

4. He wucnonp3yiét nyOomumusasiidi WI-FI gm0 nepemaum JTUYHBIX JTaHHBIX,
HarpuMep JJIS1 BIXOJIa B COLIMAIIBHBIE CETU WIIM B SJIEKTPOHHYIO TTOYTY;

5. Wcnonw3yit Tonpko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau umeHHO "https://";

6. B moOunpHOM Tenedone otkmoun (yuknuio "Tloakmrouenune k Wi-Fi
aBToMatndeckn". He momyckail aBTOMaTHYeCKOTO TOIKIIOYCHUS YCTPOHCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

ConmaJibHbBIE CeTH

ConmanbHpIe CETH aKTUBHO BXOJIAT B HAITY KM3Hb, MHOTHE JIFOIM pabOTaIOT
KUBYT TaM TOCTOSIHHO, a B Facebook ye 3apeructpupoBaH MUIIIHAPI YEIIOBEK,
YTO SBJISICTCS OJJHOM CEIbMOM BCEX JKHUTenel miaaHeThl. MHOTHE MOJb30BaTE/Id HE
MMOHUMAIOT, YTO WH(MOpMalMs, pa3MelieHHAs UMH B COITMAJIBHBIX CETAX, MOXKET
OBITh HaliJicHAa W HCIOJb30BaHA KEM YTOJHO, B TOM YHCJIE HE 00s3aTeIhHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IT0 0€3011aCHOCTH B COIIMAJIBbHBIX CCTAX:

1. Orpannys ciucok Apy3el. Y TeOs B APY3bSX HE JOKHO OBITh CIIyYaHBIX
1 HE3HAKOMBIX JIFOICH;

2. 3amuinai cBOI YacTHYIO ku3Hb. He yka3piBail mapoisu, TenedoHnsl, agpeca,
JaTy TBOETO POXKIACHUA U JPYryI0 JUYHYI0 HHGOOpMaLHIO. 3I0YyMBIIIICHHUKA
MOTYT HCIOJIb30BaTh JaXe HH(POPMALMI0O O TOM, KaKk Thl U TBOU POIAUTEIU
IJIAHUPYETE NPOBECTH KaHUKYIIbI,



3. 3amuiail cBOO penyTaluio - JEPKU €€ B YUCTOTE U 3a]aBail cebe BOmpoc:
XoTed Obl Thl, YTOOBI APYTrH€ IMOJB30BATENM BHJIEIH, YTO Thl 3arpykaeb?
[lonymaii, mpex/ie 4em 4To-To OMyOJIMKOBaTh, HAIUCATh U 3arPy3UTh;

4. Ecnu TBl TOBOPHIIB C JIOJBMH, KOTOPBIX HE 3HAEIIb, HE WCIIOIB3YH CBOE
peanbHOE UMSI U APYTYIO JUYHYI0 MH(GOPMAIMU: UM, MECTO >KUTEIbCTBA, MECTO
yueObl U Mpoyee;

5. Usberait pazmemenust gotorpaduii B MHTEpHETE, T/Ie THI M300pakeH Ha
MECTHOCTH, IT0 KOTOPOI MOYKHO OIPEACIIUTh TBOE MECTOTIOJIOKCHHE;

6. Ilpu peructpanuu B COIHAJIBHOM CETH HEOOXOJMMO HCIOJb30BAThH
CJIOXHBIE TAPOJIH, COCTOSIIINE U3 OYKB U LIU(PP U C KOJUYECTBOM 3HAKOB HE MEHEE

8;

7. Jns  conualbHOM CceTH, TMOYTHI W JPYrUX CalTOB HEOOXOIUMO
UCMOJIb30BaTh pa3Hble Mapoau. Toraa ecnu Te0s B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH
[I0JIy4aT JOCTYII TOJBKO K OJJHOMY MECTY, a HE BO BCE Cpa3sy.

DJIeKTPOHHBbIE IEHbI'U

ONeKTpOHHBIE JEHBIW - ATO OYEHb YJAOOHBIM Crmoco0 TIIaTekel, OJIHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIC XOTSAT MOJTYYUTh 3TU JICHBTU.

9H€KTpOHHBI€ JACHBT'H IIOABHUJIMCH COBCEM HCJAaBHO M MMCHHO H3-3a 3TOI'O BO
MHOT'HUX I'oCyaapCTBax A0 CUX ITIOP HC MMPOIMHCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (DYHKIMOHUPYIOT U O HUX YK€ IMPOIKCAHO B 3aKOHE, I¢ UX
pa3zeiaoT Ha HECKOJIBKO BHJIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3HuIia B TOM,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3peliacTcs MPOBOJUTH Omeparuu 0e3
UACHTH(UKALINK T10JIb30BaTElIs, @ B HCAHOHUMHBIX WICHTU(UKAIIHS TOJIb30BaTCIIS
SIBJISIETCS 00513aTEIbHOIA.

Taxxe crienyeT pasnuyaTh DJIEKTPOHHBIE (UATHBIE JEHBIH  (PaBHBI
rOCYy/IapCTBEHHBIM BaJllOTaM) M JJIEKTPOHHBIE HE(pUATHBIC JICHBIU (HE DPaBHBI
rOCYJapCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI IO 0€30TaCHOM paboTe C AJIECKTPOHHBIMU JACHBIAMH:

1. IMpuBsiku K cyeTy MOOMIIBHBIN TenePOoH. ITO caMblil YAOOHBIN U OBICTpPHIT
croco0 BOCCTAHOBUTH JOCTYI K cueTy. [IpuBs3aHHBIA TenepoH MOMOXET, €CiIu
3a0y/enb CBOW IJIATEXKHBIA TapoJihb WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonws3yil onHopas3oBble maponu. llocne mnepexoma Ha YCHIEHHYIO
aBTOpHU3alio TeOe yxe He OyJeT YrpoKaThb OMACHOCTh KpakM WJIM TepexBaTa
IJIATEKHOTO MapOJIs;

3. BoiOepu cioxubiii mapoib. [IpecTynHukam OyaeTr HE OpOCTO Yyrajaath



CJIO>KHBIN naposb. HanexHsle mapoau - 3T0 naposid, KOTOPbIE COEpKaT HE MEHEE
8 3HAKOB W BKJIOYAIOT B Ce€Osl CTPOYHBIE U NPOMUCHBIE OYKBbI, LUDPBI U
HECKOJIbKO CUMBOJIOB, TAKME KaK 3HAK J0Jiapa, (pyHTa, BOCKIMLIATEIbHBIN 3HAK U
T.11. Hanmpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIC TaHHBIC HA CalTaxX, KOTOPHIM HE JOBEPSEIIIb.
JJIeKTPOHHAS MOYTA

DNEeKTpOHHAs] TOYTa - ATO TEXHOJOTHUSI M NPEIOCTaBIsIEMbIE €0 YCIyTH IO
MEPECHUIKE U MOJYUYCHHIO AJIEKTPOHHBIX COOOIIECHUHM, KOTOPhIE paclpeiestoTCs B
KOMITbIOTEpHON ceTu. OOBIYHO HJIEKTPOHHBIM IMOYTOBBIN SIIUK BBITJISIUT
cienyroumM o0pa3oM: UMs_TONIb30BaTeNsI(@uMsl_oMeHa. Taxke KpoMme nepegadu
IPOCTOT0 TEKCTa, UMEETCSI BOBMOKHOCTD Iepe1aBaTh (hailiibl.

OcHOBHBIE COBETHI MO O€30MacHOM padoTe ¢ MEKTPOHHON MOYTOM:

1. Hamo BbIOpaTh NpaBWIbHBIA TMOYTOBBIM cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYUILIE TOBEPSITH TEM,
KOI'0 3Haellb U KTO NIEPBbIA B PEUTHUHIE;

2. He ykaspiBaii B IUYHOM MOYTe JUYHYIO MHpopMamuio. Hanmpumep, myurie
BbIOpaTh "My3bIKaIbHBIN (hanat@" wim "pok2013" BMecto "Temal3";

3. Hcnonp3yit NBYXATAHYIO aBTOPHU3AIMI0. OJTO KOTJa MOMHMO MapoJis
HY>KHO BBOAUTH KOJI, MPUCHLIaeMblil o SMS;

4. BeiGepu CI0XKHBINA MapoJIb. [ KaKI0ro MOYTOBOTO SIIIMKA JOJDKEH OBITH
CBOM HAJICKHBIN, YCTOMYHUBBINA K B3JIOMY T1apOJib;

5. Ecim ectb BO3MOXHOCTHh HAamucaTh CaMOMY CBOW JIMYHBIM BOIIPOC,
UCIOJIB3YH 3TY BO3MOKHOCTb;

6. HWcnons3yl HECKOJBKO TOYTOBBIX SIIUMKOB. IlepBhIit 1 4yacTHOU
MEPENUCKU C aJpecaTamMu, KOTOPbIM Thl JOBEpSACIIb. ITO 3JIECKTPOHHBIN ajapec He
HaJI0 UCIIOJIH30BaTh MPH PETUCTpaAlliK Ha popyMax U canTax;

7. He otkpwiBail (aitnbl u aApyrue BIOKEHUS B MUChMax, JaXke €CIM OHU
MPUIILIA OT TBOUX Apy3eld. Jlydine yTouHW y HUX, OTIPABISUIM JU OHU TeOE ITH
(aisr;

8. ITlocne okxoHuyaHus pabOTHl HAa MOYTOBOM CEPBUCE NEpe] 3aKpbITUEM
BKJIQJIKU C CAUTOM He 3a0ynb HaxXaTh Ha "BoeiidTu'".

Ku0epOyJJiMHT WM BUPTYaJbHOE U3/1€BATEIbCTBO

KubepOymmuar -  mpeciieoBaHue  COOOIICHUSMH,  COJEpIKAIIUMU
OCKOpOJIeHUSI, arpeccuio, 3aIyTUBaHHUE; XYyJIUTAHCTBO; COITMAJIBHOE
OOMKOTUPOBAHKE C TTOMOIILIO PA3IMYHBIX HHTEPHET-CEPBUCOB.



OcHOBHBIE COBETHI IO 00pbOE ¢ KUOEPOYIITUHIOM:

1. He 6pocaiics B 60it. JIyumuii crmoco6: mOCOBETOBaThCA Kak ce0si BECTH W,
€ClIi HEeT TOro, K KOMY MOXXHO OOpaTHThCs, TO BHa4aje YCHOKOUTHCA. Eciau ThI
HayHeIlllb OTBEYaTh OCKOPOJEHHUSIMU Ha OCKOpPOJEHMs, TO TOJIbKO elie OOJblie
pa3oXOKelb KOH(IIUKT;

2. Yupasnsii cBoell kubeppenyranuei;

3. AHOHUMHOCTH B ceTH MHuMas. CylecTBYIOT CIOCOObI BBIACHUTb, KTO
CTOWT 32 aHOHUMHBIM aKKayHTOM;

4. He croutr BecTH XyJIUTaHCKUU oOpa3 BUPTyalbHOU >XuU3HU. VHTepHeT
(¢ukcupyer Bce TBOM JEHCTBUS M COXpaHSeT UX. YJAIUTh UX Oylner KpaiiHe
3aTPYAHUTEIBHO;

5. Cobnronail CBOIO BUPTYaIbHYIO YECTh CMOJIOJNY;

6. Wrnopupyit enunuuHbli HeratuB. OJHOpPa3OBbIE OCKOPOUTEIbHBIC
cooOmIeHusT Jydiie urHopupoBaTb. OOBIMHO arpeccus MpeKpamlaerca Ha
Ha4yaJlbHOU CTaauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOKHOCTH OJOKHUPOBKH OTIPABKU COOOIIEHHH C
OTIPEJICIICHHBIX aJIPECOB;

8. Ecnu Th1 cBuaerens kubepOyniauHra. TBou NeWCTBUS: BBICTYNIUTh MPOTUB
IpecienoBaTelisi, MoKa3aTb €My, 4YTO €ro ACHCTBUS OLICHUBAIOTCS HETaTUBHO,
NOJIIEPKAaTh JKEPTBY, KOTOPOW HYXKHA TICHXOJIOTHYECKas IMOMOIb, COOOIIUTH
B3pPOCJIBIM O (paKTe arpeCCUBHOIO MOBE/ICHUS B CETH.

MobouabHbli TegaedoH

CoBpemeHHbIC cMapTHOHBI M TUIAHIIIETHI COACPIKAT B C€OC BITOITHE B3POCIBIN
GyHKIMOHAJI, W TENeph OHM MOTYT KOHKYPHUPOBAaTh CO CTAaIllMOHAPHBIMH
KoMmbioTepaMu. OTHAKO, CPEACTB 3aIIUTHI IS MMOJOOHBIX YCTPOMCTB ITOKAa OYCHB
Mano. TecTHpoBaHME W TIOWCK YSI3BUMOCTEM B HHUX MPOUCXOJUT HE Tak
WHTEeHCHBHO, Kak s [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MTPUIIOKCHUH.

CoBpemeHHbIe MOOHIIbHBIE Opay3ephl YK€ MPAKTUYECKH IOTHAIN HACTOJIbHBIE
aHAJOTH, OJHAKO paciupeHne (YHKIMOHATA BIEYET 3a €000 OOJIBIIYIO
CJI0’KHOCTb U MEHBIIYIO 3alIUIIEHHOCTbD.

Jlaneko He BcCe MPOM3BOAUTENIM BBIMYCKAIOT OOHOBIICHUWS, 3aKPBIBAIOIINE
KPUTHUYECKHUE YSA3BUMOCTH JIJI1 CBOUX YCTPOMCTB.

OcHOBHbIE COBETHI JJIs1 0€30MaCHOCTH MOOUIIBHOTO TelieoHa:

Huuero ne sBiseTcs IMO-HACTOAILICMY OeCIIJIaTHBIM. B}’I[I) OCTOPOIKCH, BCIb



Korja Tede mpeayaratoT OecIiaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IUIATHBIE YCIYTH;

Hymaii, npexzae yem otnpaBuTb SMS, ¢poTo unu Buaeo. Thl TOYHO 3HAEIIb,
r7ie OHU OYJIyT B KOHEYHOM UTOre?

Heo6xo011uMo 00HOBISATE ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Hcrnonb3yit aHTHBUPYCHBIC TIPOTPAMMBI TSI MOOMIIBHBIX TeJIe(pOHOB;

He 3arpy>i<a1?1 MMPHUIIOKCHUA OT HCHU3BCCTHOIO HCTOYHHKA, BCAb OHHU MOI'YT
COACPKAThb BPpSCAOHOCHOC TPOrpaMMHOC O6€CH€‘ICHI/IC;

[Tociie Toro Kak Tkl BBIWICIIL C caiTa, IJie BBOAWI JIMYHYIO WH(GOPMAIIHIO,
3aiiin B HACTPOMKU Opay3epa u yaaiu cookies;

[lepuoguyecku npoBepsiid, Kakue IUIATHBIE YCIYyTd aKTUBUPOBAHBI Ha TBOEM
HOMeEpE;

JlaBaii cBoil HOMEp MOOWJIBHOTO TelieOHA TOJBKO JIOASM, KOTOPBIX ThI
3HAEIIb U KOMY JOBEPSEUIb;

Bluetooth momxeHn OBITH BBIKJIIOYEH, KOTJa Thl MM HE ToJb3yemibcs. He
3a0bIBail MHOT/Ia IPOBEPSTH ITO.

Online urpsi

CoBpeMeHHBbIE  OHJIAWH-UTPBI - 3TO  KpPAacOYHbIE,  3aXBaThIBAIOIIUE
pa3BieyeHus, OOBEAMHSIONIME COTHU THICSY YEJIOBEK MO BceMy MHpy. Mrpoku
UCCIIENYIOT MAaHHBIM UM MHp, OOIIAIOTCS APYT C APYTOM, BBITIOJHSIOT 3a/JaHMUS,
CpakaloTCd C MOHCTpaMU M TOJIyYalOT OIBIT. 32 YIOBOJIBCTBUE OHU IJIATAT:
MOKYTIAIOT JAUCK, OTIAYMBAIOT a00OHEMEHT WJIM MPUOOPETAIOT KaKKe-TO OIMIIUH.

Bce st cpenctBa uayT Ha nojAep KaHUE W Pa3BUTHE UIPHI, & TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBbI aBTOPHU3AllUU, BBHIMTYCKAIOTCS HOBBIC
natuu (uQpoBbIe 3aMIaTKU ISl IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B momo0HBIX Hrpax CTOMUT OMmacaThCsl HE CTOJIBKO CBOMX COIIEPHUKOB, CKOJIBKO
Kpa)kKd TBOETO TapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3aIMH OOJIBIIUHCTBA
Urp.

OCHOBHBIE COBETHI IT0 0€30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecm mpyroit urpok BeaeT ceOs IIoXo WM co3aaeT Tede HENMPHUSATHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;

2. Ioxanyiicss aIMUHUCTPATOPaM HUIPHI Ha IJI0OXOE MOBEJAECHUE 3TOr0 UIPOKa,
YKEJIATEJIbHO MPWIOKUTh KaKUE-TO JOKA3aTEJIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii TuuHyI0 HHPOpMAIMIO B Tpo(aiiie urpsol;



4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;
5. He ycranaBnuBaii HeouImaibHble TaTYU U MOJIBI;
6. Mcnionb3yii CIOXKHBIE U pa3HbIE NapOJIH;

7. laxe BO BpeMs UIPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [Ioka ThI urpaemip,
TBOU KOMIIBIOTEP MOTYT 3apa3UTh.

OUIINHT WIH Kpaka JUYHbIX JaHHBbIX

OOBIYHOM KpaXkel IeHeT U JOKYMEHTOB CETO/IHsl YK€ HUKOTO HE yIUBHIIb, HO
C PpAa3BUTHEM MHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKA MEPEMECTHINCH B
UHTEPHET, U MPOJ0JKAIOT 3aHUMAThCS "MIOOUMBIM" 1€JIOM.

Tak mnosgBuiIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (DUIIMHT,
rJIaBHAsl 1€Jb KOTOPOTO COCTOMT B TMOJYYEHUU KOHPUACHIIMAIBHBIX JaHHBIX
noJib30Bartesiell - JIOrMHOB W maposiei. Ha anrnmiickom si3bike phishing yuraercs
kak ¢umuHr (ot fishing - peiOHas g0, password - mapoib).

OcHOBHBIE COBETHI IO OOpbOE C (PUITUHTOM:

1. Cnenu 3a cBOMM akkKayHTOM. EcCiiM TBI MOJ0O3peBacilb, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOJMMO  3a0JIOKUpOBaTb €€ H  COOOIIUTh
aJIMUHUCTPATOpPaM pecypca 00 3TOM KaK MOYKHO CKOpee;

2. HCHOJ’II)SYIZ Oe3omacHbIe BC6-CaI\/JITBI, B TOM YHUCJIC, HHTCPHCT-MAra3dnHOB U
ITONCKOBBIX CHCTCM,

3. HUcmonwp3yil ciokHbIE M pa3Hble mapojid. Takum oOpa3oMm, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TOJydYaT JOCTYH TOJIBKO K OJHOMY TBOEMY
IpoUITIO B CETH, a HE KO BCEM;

4. Ecmum T1ebs B3IOManM, TO HEOOXOAMMO TMPEAYNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIe JOOaBJIEHbl y T€OsI B APY3bsiX, O TOM, YTO T€Os B3JIIOMAJH H,
BO3MOYHO, OT TBOET'0 UMEHH OYJIET pacChIIaThCs CIIaM U CCHUIKU Ha (PUIITMHTOBBIC
CalTBhI;

5. YcranoBu HanexHbIi napons (PIN) Ha MoOunbHbI Tenedon;
6. OTKITIOYM cCoXpaHEHHUE mapoys B Opaysepe;

7. He otkpwiBail (aiinpl U Apyrue BIOKEHHS B MUCbMAaxX, AK€ €CIU OHHU
MPUIUIK OT TBOUX Jpy3el. Jlydle yro4Hu y HUX, OTIPABISUIM JU OHU TeOE 3TU
daiinbl.

udposas penyranus

Hudposas penyTanus - 3T0 HEraTUBHAS WM TTO3UTUBHAsI HHPOpMAIUs B CETH



o tebe. Komnpomerupyromas uHpopmaius, pa3MeleHHas B UHTEPHETE, MOXKET
CepbEe3HBIM 00pa3oM OTpa3UThC Ha TBOEH peanbHOW ku3HH. "Lludpposas
penyTtauus" - 3T0 TBOM UMUK, KOTOPBIM GopMupyerca U3 uHpopmanuu o Tede B
UHTEPHETE.

TBoe MecTO KUTENbCTBA, YUeObl, TBOE (PUHAHCOBOE MOJOKEHNUE, OCOOEHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue mnoApOCTKHA JIETKOMBICIEHHO OTHOCATCA K NYyOJIMKaUWWd JUYHOU
uHpopmaiuu B MHTepHeTe, HE MOHKMMAsi BO3MOXKHBIX MOCIEACTBUN. Thl gaxke He
CMOXEIIb JOTaAaThcs O TOM, 4TO (hoTorpadus, pa3MelIeHHas 5 JIeT Ha3ak, crana
OPUYMHOMN OTKa3a MPUHSATH TeOsl Ha padoTy.

Kommenrtapuu, pasmenienre TBoux (gororpadguit u apyrue IeWcTBUS MOTYT
HE MCYE3HYTh Ja)Xe€ IOCJIE€ TOro, Kak Thl MX yAaIHIIb. [bl HE 3HAEIIb, KTO
COXpaHWI 3Ty UHPOPMALMIO, TMOMajga JU OHA B T[IOMCKOBBIE CHCTEMBI H
COXpaHWIach JM OHA, a IJABHOE: YTO MOAYMAalOT O TeOe OKpY’KaloLIUe JIIOH,
KOTOpBIE HAaWAYT U YBUIAT 3T0. HaliTu mH(OpMaIMi0O MHOTO JIET CIYCTS CMOXET
000 - Kak U3 100pbIX MOOYKIEHUN, TaK U ¢ HAMEPEHUEM MPUYUHUTH Bpel. ITO
MOJKET OBITb KTO YTOIHO.

OcHOBHBIE COBETHI M0 3aIIuTe HU(POBOI permyTauu:

1. [onymaii, nmpexae yeM 4To-TO MyOJIMKOBATh U MepeaBath y cedsi B Ojore
WIH B COLMATIBHOM CETH;

2. B Hacrtpoiikax npoduiis yCTaHOBH OTPAaHUYEHHS] HA IMPOCMOTP TBOETO
PO ¥ €ro CoAeP)KUMOTO, Ceai ero TOJIbKO "Ijs apy3ei';

3. He pasmemaii u He ykaspiBail MHGOPMAIIUIO, KOTOpass MOXET KOro-Jru0o
OCKOPOJIATH HIIH OOMIKATh.

ABTOpPCKOE NPaBo

CoBpeMeHHBIE  IIKOJBHUKH - AaKTUBHBIE TIONB30BaTeNud  1U(POBOTO
mpoctpaHcTBa. OJHAKO JaleKo HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTHMH
BO3MOXHOCTSIMU  IupoBoro  Mupa  TpeOyeT  coONMo/eHHs TpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uWHTeNINEKTyallbHasi COOCTBEHHOCTh" OTHOCUTCS K PpPa3iUYHbIM
TBOPEHUSAM YEJIOBEUYECKOT0 YMa, HauyMHasi C HOBBIX HM300pETEHUN M 3HAKOB,
0003HavaroMMX COOCTBEHHOCTh HA TPOIYKTHI M YCIYTH, W 3aKaHYMBAs KHUTAMH,
dotorpadusmu, KUHODUITEBMAMU U MY3bIKAILHBIMU TIPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - ATO MpaBa Ha HHTEJJIEKTYaJbHYI) COOCTBEHHOCTh Ha
MPOU3BEICHUSI HAYKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHUE IMpPaBa BBICTYNAIOT B
KaueCcTBE TApaHTHUM TOr0, YTO WHTEUICKTYaJbHBIN/TBOPUYECKUN TpyA aBTOpa HE
OyJIeT HampacHbIM, J1acT €My CIpaBeJIMBbie BO3MOXHOCTU 3apaboTaTth Ha



pe3ysbTaTax CBOEro Tpyla, MOJYyYUTh HM3BECTHOCTh W mpusHaHue. Huxrto 06e3
paspemieHus aBTopa HE  MOXET BOCHPOM3BOJAUTH €ro  MPOU3BEICHUE,
pacupocTpaHsaTh, NYOIMYHO JEMOHCTPUPOBATh, NPOJABaTh, HMIIOPTUPOBATH,
MyCKaTh B NPOKAT, IMyOJMYHO HUCHOJHATH, MMOKA3BIBATH/UCHOIHATh B 3(QUPE WIH
pasMmewars B MHTepHeTe.

Hcnonb3oBanue "mupaTcKkoro" mporpaMMHOro o0ecreyeHus: MOKET MPUBECTHU K
MHOTHM pUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKH TBOETO
YCTpPOWCTBA, TJIe yCTAaHOBJIEHA HellerajibHas mporpamma. He crout takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIErajibHbIe U O€CIIaTHBIE MPOrPaMMBbl, KOTOpbIE
MOKHO HaliTH B CETH.
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