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MWHUCTEPCTBO OEPA30BAHMUA N HAYKU POCCUACKOW ®EQEPALIUK

DENAPTAMEHT FrOCYOQAPCTBEHHOW NOJIUTUKU B COEPE
OBLLEFO O6PA30OBAHUA

MMCbMO
ot 14 mas 2018 r. N 08-1184

O HANPABJIEHUN UHOOPMALINU

[denapTameHT rocygapCTBeHHOW nonuTukn B ccdepe obuwero obpasoBaHnsa MuHoGpHaykm Poccum
HanpaBnsieT Ana cBefeHus pa3paboTaHHble BpemeHHon komuccmen Coseta Pegepaumm no  pasBUTUIO
NMHOPMaLMOHHOTO 06LLecTBa METOAMYECKME PEeKOMeHAaUuMM O pasMeLleHun Ha MHAOPMALMOHHBLIX CTeHOaXx,
ohmLmanbHbIX MHTEPHET-CalTax n ApyrMx MHOPMaLMOHHBIX pecypcax o6LieobpasoBaTenbHbIX OpraHusauun u
opraHoB, OCYLLEeCTBrSOWMX ynpaeneHve B cdepe obpasoBaHus, MHdopmauum o 6e3onacHoOM noeegeHun u
ncnonb3oBaHuu cetn "NHTepHeT".

OupekTop [enaptameHTa
A.E.TMETPOB

MpunoxeHne

METOOWYECKUE PEKOMEHOALIUA
O PASMELLEHUUN HA UHOOPMALIMOHHbLIX CTEHOAX, O®ULIMATIbHbBIX
WHTEPHET-CAUTAX U OPYITNMX UHO®OPMALIMOHHBLIX PECYPCAX
OBLLEOBPA30BATEJIbHbIX OPFTAHU3ALIUA U OPTAHOB, OCYLLEECTBNAIOLLUX
YNPABJIEHUE B COPEPE OBPA30BAHUA, UH®OPMALIUN O BE3ONMACHOM
NOBEAEHUU N UCNOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamn 1 uneHamum BpemeHHon komwmccum CoseTa Pepepauum no pasButUO MHAPOPMALMOHHOMO
obuecTBa B paMKkax BbIMOMHEHMS pEKOMEHAALNA NapnaMeHTCKMX CriyllaHuin "AkTyanbHble BONpoCchl obecneyeHus
©e30nacHOCTU 1 pa3BUTUSA AeTeln B MHOPMALMOHHOM NpocTpaHcTBe", koTopble npowwnun B Coete ®enepauun 17
anpens 2017 r., 6binn paspaboTaHbl MeTOOUYECKME peKkoMeHOauMM O pasMelleHMM Ha WHGOPMaLMOHHBLIX
cTeHdax, oduumanbHbIX MWHTEpPHET-CanTax W OpYMmX WHPOPMAUMOHHBIX pecypcax obuieobpasoBaTenbHbIX
opraHu3auui M OpraHoB, OCYLLECTBASIOWMNX ynpasrieHne B cdepe obpasoBaHusi, nHpopmaumm o 6e3onacHom
noesefeHnn 1 ncnonb3oBaHun cetu "UHtepHeT" (ganee - MeTogMyeckme pekoMmeHgaumm).

MeToauyeckne pekoMeHZAUUM HamnpaBieHbl Ha KayeCTBEHHOE MOBbLILIEHWE YPOBHS MHGOPMAaLMOHHOW
AesiTenbHOCTM 06Leobpa3oBaTenbHbIX OpraHM3auMini M OpraHoB, OCYLLECTBMAOLWIMX YyrpaerneHne B cdepe
obpasoBaHusi, B YacTM WH(POPMMPOBAHMSA YyyalUMXCs, WX poauTenein (3aKOHHbIX MpeacTaBuTeEnen) Wu
negarormyecknx paboTHUKOB 06 OCHOBHbLIX acnekTax MHGopMaLUoHHON 6e30nacHOCTY.

MeToanyeckme  pekomeHgauum no3BonsAT  obuweobpasoBaTenbHbIM — OpraHM3auusiM 1M OpraHam,
OCYLLIECTBNSAIOLWNM ynpaBreHne B cepe obpa3oBaHns, akTyanmsmMpoBaTh YXKe MCNONb3yeMble U pa3MeLLeHHbIe
MHOPMALMOHHBIE MaTepuarnbl, Tak U MOArOTOBUTb UX B Clydae WX OTCYTCTBUSA C YY4ETOM JyuYlUUX MNPaKTUK U
pekomeHaauunn.

B pamkax MeToauyecKkMx pekoMeHaauum paccmaTpuBaroTcs cneayowme NHCTPYMEHTDI:
1. NHpOPMALIMOHHbIE CTEHAbI;

2. opmumanbHble MHTEPHET-PECYPChI;
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3. cpecTBa MaccoBoW MHhopMauum (LLUKOSbHbIE ra3eThbl, Negarorniyeckne n3gadms n gpyrve).
MHdopmaLmnoHHbIe cTeHAbI

Ha uWHdopMaumnoHHbIX CcTeHgax B 00Leobpa3oBaTenbHbIX OpraHM3auusix, pPacnofioXeHHbIXx B doie
yypexneHuin n B KabMHeTax, OCHaLLEeHHbIX MepcoHanbHbIMU YCTPOWCTBaMKU ONns Bbixoda B ceTb "HTepHeT",
peEKOMeHAYEeTCS pa3MeCcTUTb MH(OPMaLUUNOHHbIE MaMSITKM, CoAepXaliMe OCHOBHble COBETbI MO 0becrneyeHuto
NHOPMaLMOHHON 6e30NacHOCTY yYaLlUXCs.

B NPUNOXeHnn N 1 K meTognyeckmm pekoMmeHgaumnam npencrasrieH O6p338LI, namMmATKN ONna pasmMmelleHna Ha
MHd.)OpMaLI,MOHHbIX cTeHaax.

CpeactBa maccoBoun nHdopMaummn

B cpencrteax MaccoBOM MHq.)OpMaLI,MM, OPUEHTUPOBAHHBLIX Ha 06yqa+ou.|.mxc;|, pekoMmeHOyeTca B TeYeHue
yqe6Horo roga peryndapHo I'Iy6J'II/1KOBaTb I/IHCbOpMaLLMOHHbIe MaTepuanbl, NOCBALWEHHble OTAelIbHbIM achnekTtamMm
MHd.)OpMaLI,MOHHOﬁ 0e30nacHoOCTH, a Takke pa3nnyHble NaMATKn o6u.|,ero XapakTtepa.

B cpegctBax MaccoBoW  MHGpOpMauuW, OPUEHTMPOBAHHbIX Ha NeAarorndeckyto  OOLEeCTBEHHOCTb,
pekomeHayeTCsd B TedYeHMe KaneHgapHoro roga perynspHo nybnukoBaTb WHQOpMaLWOHHbIE MaTtepuansl,
MOCBSILLLEHHbIE OTAErNbHbIM - acrnekTam WHOPMaLMOHHON 6e30NacHOCTM Kak HeCOBEPLUEHHONETHUX, Tak WU
obuweobpasoBaTenbHbIX OpraHu3auun, a Takke pasfuyHble namATkn, 0630pbl  HOPMAaTMBHO-NPaBOBOrO
perynupoBaHus AaHHoW cpepbl 1 MHPOPMALIMIO O aKTyanbHbIX MEPONPUATUSIX 1 COBLITUAX B AaHHOW cdepe.

B xome npoBegeHus EguHoro ypoka no 6esonacHoctn B cetu "MHTepHeT" pekomeHayeTtcs obecneynTb
BbIMYCK TeMaTM4eCKOro BbiMyCka CpedcTBa MacCOBOW MHGopMaumMm nubo cepum nyonukauun, cpeau KOTopbixX
pacCcMOTPETb OpPraHM30BaHHbIE MEPONPUATUS Ans oby4varowmxcs, ux poguTtenen (3akOHHbIX npeacTaBuTenen) m
neparorn4yeckon obLLEeCTBEHHOCTH.

OdmumanbHbie UHTEepHeT-pecypcehbl
O6LweobpasoBaTenbHbIM OpraHM3auuam PeKOMEHAYeTCs Ha CBOMX oduumanbHbiX VIHTEpHeT-pecypcax

obecneunTb YHKLUMOHMPOBAHME CaMOCTOSITENBHOIO M Ccneunanua3npoBaHHoro pasgena "HdopmaumoHHast
©e3onacHoOCTb", B pamKkax KOTOPOro NpeaycMoTpeTb pasMeLLeHmne crieayroLen nHdpopmMmaumm:

N Paspen/nogpasgen | ®opmaT npeacraBneHus CogepxaHne matepuanos
MaTepuanos
1. |JlokanbHble Konnu oOoKyMeHTOB B PasmeLlatoTca Konun JOKYMEHTOB, T.€.

HOpMaTMBHblE akTbl B | opmaTe *PDF CKaHUPOBAaHHbLIN BapuaHT JOKYMEHTa,
chepe obecneveHus COOTBETCTBYIOLLMIN TPeOOBaHUSAM K
MHdOpPMaLMOHHON napamMeTpam CKaHMpPOBaHUSI.
6esonacHocTn PasmeLyatoTcst LOKYMEHTHI,
obyvaromxcs pernaMmeHTUpytoLLmMe opraHu3aumio n

paboTy C NepCcoHanbHbLIMW AAHHBLIMU,
nnaHbl MEPONPUSATUIA N0 06ecneveHmnto
WHOpMaLMOHHOM Be3onacHOCTU
obyyvarouxca v gpyrue.

2. |HopwmatusHoe Konunu 1OKyMEHTOB B My6nukytoTca akTyanbHble CBEAEHWS O
perynuposaHue dopmate *PDF deaeparnbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax OpraHoB BriacTu 1 gpyrue
HOPMAaTUBHO-NPAaBOBbIE AOKYMEHTHI,
pernameHTupylowme obecneveHune
WHOpMaLMOHHO ©e30nacHOCTU
HecoBepLUeHHONEeTHMX. [lonyckaeTtcs
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BMECTO KOMUiA pasmelllaTb rMnepccbinku Ha
COOTBETCTBYHIOLLME OOKYMEHThI Ha cainTax
OpraHoB rocyapCTBEHHO BMNacTu.

3. MNeparormyecknm TekcT Ha cTpaHuue Pasmeluatotca metognyeckume
paboTHUKam canTa pekoMeHaaumn N ykasblBaeTcs
Konuu oOKyMeHTOB B WMHopmaLmnsa 0 MepONpUATUSIX, MPOeKTax
dopmarte *PDF W nporpaMmmax, HanpasreHHbIX Ha

noBblILLEeHe UHHOPMaLMOHHOM
rPamMoTHOCTM Nefarorniyecknx paboTHUKOB.

4. | OB6yyvarowmmes TekcT Ha cTpaHuue PasmelyaeTtcs MHpOpMaUnoHHas namsaTka
caunTa (npunoxexue N 2) n ykasbiBaeTca
UH(OpMaLNS O MEPONPUATUSAX, MPOEKTaX
W NporpaMmmax, HanpasfeHHbIX Ha
noBbILLEeHe UHHOPMaLMOHHOM
rpPamoTHOCTM OBy4aroLLmxcs.

5. |Pogutenam (3akOHHbIM | TEKCT Ha CTpaHuLe Pasmellaetca nHgpopmMaLMoHHasa namsitka
npeacTaBuUTensm) caunTa (npunoxexune N 3).
obyyaroumxcsa

6. |[Hetckue BesonacHble |TeKCT Ha cTpaHuue PasmelaeTtcs nHdopmaums o
canThbl caunTa pekoMeHAyeMbIX K UCNONb30BaHMIo B

y4ebHOM npouecce 6e3onacHbIX canTax,
©aHHepbl 6e30nacHbIX 4ETCKUX CanTOB.

OpraHam, ocyLLecTBAILWNM ynpaBrneHne B cdhepe obpa3oBaHnA, PeKOMEHOYETCS Ha CBOMX ouLmanbHbIX
MHTepHeT-pecypcax obecneunTb (YHKLMOHMPOBAHNE CaMOCTOSATENBHOMO WM Cheuuanu3MpoBaHHOrO pasaerna
"MiHcbopmaumoHHasa 6e3onacHOCTb", B paMkax KOTOPOro NpeayCcMoTpeTh pa3MmeLLeHne cnegyowen nHpopMaumm:

MpunoxeHne N 1

NAMATKA ]
NS OBYYAIOLLMXCSA OF MHOOPMALIMOHHOM BE3OMNACHOCTM AETEM

HENb34

1. Bcem nogpsg coobuiate CBOK YacTHyK MHOpMauuio (HacToswme umsd, damunuio, TenedoH, agpec,
HOMep LUKOSbI, @ Takke poTorpadmm cBon, CBOEN CEMbU 1 APY3en);

2. OTKpblBaTb BMOXeHHbIE halinbl 31IEKTPOHHOM MOYThI, KOr4a He 3Haellb OTrpaBuUTens;
3. MpybuTb, NnpuanpaTbCs, Oka3biBaTb AaBEHNE - BECTU cebs1 HEBEXITMBO U arpeCcCUBHO;
4. He pacnopsixancsa geHbramm TBOen cembn 6e3 paspeLleHns cTapLumx - Bcerga crpallvBan poautenen;

5. He BcTpevanca ¢ NHTepHeT-3HAKOMbIMU B peanbHOW >XMU3HW - MOCOBETYMUCH CO B3POCHbIM, KOTOPOMY
JoBepseLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yutaewb o cebe Henpaeay B WHTepHeTe - coobwm 06 3TOM CBOMM poauTensim
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UNun onekyHaw;
2. MNpurnawatoT nepenucbiBaTbCs, UrpaTb, 0OMeHNBaTLCS - NPOBEPL, HET NN NOLBOXA;
3. HesakoHHoe konupoBaHue ¢hainos B VIHTEpHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBai B3pocrbiM O Npobriemax B CETU - OHWU Bcerga noMoryT;

5. Wcnonb3yin HacTpolikn 6e30nacHOCTV M NpUBaTHOCTM, YTODbI HE MOTEPSITL CBOM aKkKayHTbl B COLICETSAX M
APYrux nopranax.

MOXHO
1. YBaxawn apyrux nonb3oBaTenewu;
2. Nonb3yelwbca MHTEPHET-UCTOYHUKOM - IENal CCbINKY Ha HEero;
3. OTKpbIBaN TONbKO TE CChINKKU, B KOTOPbLIX YBEPEH;
4. O6LaTbcsa 3a NOMOLL b0 B3POCHbIM - POAMUTENM, ONEKYHbI U aaMUHUCTPALMA CanToB Bcerga NoMoryT;

5. Mponaun obyyenne Ha cante "CeTeBUYOK" U NOMy4Yn NacnopT LMdpoBOro rpaxgaHmHal

Mpunoxexune N 2

NHO®OPMALIMOHHAA NMAMATKA
Ona ObYYAKOLWMNXCA AnAd PASMELLEHUA
HA O®ULINATIbHbIX UHTEPHET-PECYPCAX

C KaxgbIM roooM MOMoAEeXM B MHTEPHETE CTAHOBUTHLCA OOmMblue, a LUKOMbHMKM OAHM M3 CaMbIX aKTMBHbIX
nonb3oBaTtenen PyHeTa. Mexagy Tem, MOMUMO OFPOMHOIO KOfM4YeCcTBa BO3MOXHOCTEW, WMHTEPHET HeceT MU
npobnembl. ATa NnamMaTKa A0SHKHA NOMoYb Tebe 6e3onacHO HaxoguTbCH B CETU.

KomnbloTepHble BUpYyChI

KoMnbloTepHbI BUPYC - 3TO Pa3HOBMAHOCTb KOMMBIOTEPHbIX MPOrpaMm, OTNNYUTENBHON OCOBGEHHOCTHIO
KOTOpOM $BMSieTCA CMOCOOHOCTb K pa3MHOXeHuto. B gononHeHue K 3TOMy, BMPYCbl MOMYT MOBpPeauTb UNu
MOMHOCTLID YHUYTOXMTb BCe (hannbl M AaHHble, MOAKOHTPOSIbHbIE MOMb30BaTEN0, OT MMEHM KOTOpOoro Obina
3anyLleHa 3apaXeHHas nporpaMma, a Takke NOBPEeAUTb UMK AaXe YHUUTOXUTb ONepaunoHHYH0 CUCTEMY CO BCEMU
havinamu B Lienom. B 6onbLUMHCTBE CrydyaeB pacnpoCTPaHSOTCA BUPYChl YEPEe3 MHTEPHET.

MeToabl 3alMTbl OT BPEeAOHOCHBIX MPOorpamm:

1. Vicnonb3yin coBpeMeHHble onepaumoHHblIE CUCTEMbI, UMEIOLLME Cepbes3Hbli YPOBEHb 3alinTbl OT
BPEOOHOCHBIX NpOrpamm;

2. TlocTosiHHO ycTaHaBnMBawm NavTh (UMdPOBLIE 3anfaTkM, KOTOpble aBTOMATMYECKU YCTaHaBIIMBAKOTCHA C
uenblo JopaboTkM nporpammbl) U Opyrme OOHOBIEHUSI CBOEW OMepauuoHHOW cuctemMbl. CkaumBan UX TOMbKO C
oduumanbHoro canta paspabotynka OC. Ecnu cyliectByeT pexxum aBTomaTuieckoro 0GHOBIEHUS, BKIOYM €r0;

3. PaboTail Ha cBoeM KOMMbIOTEPE Nof NpaBamMu Nonb3oBaTens, a He agMuHUCTpaTopa. JTO He MO3BONUT
GONbLUMHCTBY BPeAOHOCHbLIX MPOrpamMm VHCTanmMpoBaTbCs Ha TBOEM NepCcoHanbHOM KOMMbIOTEPE;

4, VlCI'IOJ'Ib3yl7I AHTUBUPYCHbIE NporpamMmMHble NpoAYyKTbl U3BECTHbIX I'IpOI/I3BOD,I/IT€J'I€IZ, C aBTOMaTU4ECKNM
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obHoBneHnem 6as;
5. OrpaHnyb (hu3nyecknii 4OCTYN K KOMMbIOTEPY A58 MOCTOPOHHUX NUL;

6. Micnonb3yn BHELWHWE HOCUTENN MHPOPMaLnK, Takne kak dneLuka, AUCK unu dann u3 UHTepHeTa, TOSbKO
13 NPOBEPEHHLIX UCTOYHWKOB;

7. He oTkpblBan KOMMbOTEPHbIE hawnbl, NOMyYeHHbIE U3 HEeHaAdeXHbIX UCTOYHWMKOB. [axe Te hannsl,
KOTOpble npucnan TBOW 3HAaKOMbIN. Jlyylle yTOYHN y Hero, OTNpaBnsan v oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BuA nepegayvv OaHHbIX, HE TEXHOMOrMs, a Bcero nuwb OpeHp, Mapka. Ewe B 1991 roagy
HuaepnaHackas komnaHws 3apeructpupoBana 6peng "WECA", yto obosHavano cnosocoyeTaHve "Wireless
Fidelity", koTopbli nepeBoanTcs Kak "6ecnpoBogHasi TOMHOCTL".

[do Hawero BpemeHu fgowna fgpyras abbpesuatypa, KOTOpas SIBNSETCA TaKOW e TexHonornen. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue 6bINO 4aHO C HAMEKOM Ha CTaHAapT BbICLEN 3BYKOBOW TexHUKkM Hi-Fi, yto
B NepeBoe 03HayaeT "BblcoKasi TOYHOCTL".

[a, GecnnaTHbIn WMHTEPHET-AOCTYN B Kadhe, OTEnsx M asponoptax ABMASETCS OTIMYHOM BO3MOXHOCTbIO
BblXO4a B MHTepHeT. Ho MHOrne akcnepThbl cymTatoT, 4To obweaoctynHole Wi-Fi cetn He agnstoTcs 6e3onacHbIMu.

CoBeTbl No 6e3onacHoOcTM paboTbl B 00LWenocTynHbix cetax Wi-fi:

1. He nepepaBanm cBoo nuuHyto uHGopMaumio 4epes obuwiepoctynHole Wi-Fi cetn. PaGotas B Hux,
XenatenbHO He BBOAUTb MAapOonn A0CTYyNa, JIOrMHbI U Kakne-To HOMepa;

2. Ncnonb3yi n 06HOBMSI aHTUBMPYCHbIE NporpamMmmbl 1 6paHamayep. Tem cambiM Thbl 06e3onacullb cebs oT
3aKayku BMpyca Ha TBOE YCTPOMNCTBO;

3. MNpwu ncnonesosanmnm Wi-Fi otknioum dyHkumio "O6wmin goctyn k pavinam n npuHtepam”. [JaHHas QyHKums
3aKpbiTa MO YMOMYaHMIO, OOHaKO HEKOTOpble MONb30BaTENU aKTUBUPYKT ee Ans yaobcTBa MCNOMb30BaHWs B
pabote nnn yyebe;

4. He ncnonb3yn nyonunynein WI-FI ans nepegaym nuuHbIX AaHHbLIX, HANPUMEpP Ansl BbiXo4a B coumarbHble
CETU UMW B SNEKTPOHHYIO MOYTY;

5. Ncnonb3yi Tonbko 3awmeHHoe coeguHeHnne veped HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobuneHom TenedoHe oTkmoum dyHkumio "Mogkntovenme k Wi-Fi aBTomatunyeckn”. He ponyckan
aBTOMAaTUYECKOro NOAKIto4eHus yctponctea k cetam Wi-Fi 6e3 1Boero cornacus.

CoumnanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAAT B HALLY >KW3Hb, MHOTME Itogn paboTaltoT M XKMBYT TaM MOCTOSHHO, a B
Facebook yxe 3apernctpupoBaH Munnuapn YerioBek, YTO SIBNSETCA OOQHOW CeAbMOW BCEX XWUTerewn MraHeTbl.
MHorne nonb3oBaTeny He MOHUMAIOT, YTO MHAOPMAaUMS, pasMeLleHHas UMK B CoLManbHbIX CETHAX, MOXET ObITb
HaleHa 1 CMoNb30BaHa KEM YrogHo, B TOM Yucne He ob6a3aTtensHo ¢ 6narumm HamepeHnsiMu.

OcCHOBHbIe COBEThI N0 6E30MNaCcHOCTU B CoLnarnbHbIX CETSX:
1. OrpaHunydb cnucok gpy3en. Y 1ebsi B ApY3bsaX HE JOIMKHO ObITb CriydariHbIX U HE3HAKOMBbIX MOAEN;

2. 3awmuiarn CBoK 4acTHYl XM3Hb. He ykasbiBall naponu, TenedoHbl, agpeca, OaTy TBOErO POXOEHUS U
APYTYIO NUYHYI0 MHADOPMALMIO. 3MOYMBILLNIEHHVKM MOTYT UCMOSb30BaTh Aaxe MHOopMaLnio 0 TOM, Kak Tbl Y TBOU
poauTenu nrnaHMpyeTe NPOBECTU KaHWKYTIbI;
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3. 3awuuan cBOO penyTauumio - AepXM ee B YNCTOTE U 3adaBai cebe Bonpoc: xoTen Obl Tbl, 4TOOLI Apyrve
nonb3oBaTeny BUAENW, YTO Thl 3arpyxaelb? MNogyman, npexage Yem 4To-To onybnukoBaTth, HaNMcaTb U 3arpy3nTb;

4. Ecnu Tbl roBopuLLb C MoAbMU, KOTOPLIX HE 3Haellb, He UCMOMb3yil CBoe peanbHoe UMS 1 APYTyHo NINYHYI0
MHpOPMaLIMKN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. N3beran pasmelueHuss cpotorpadun B IHTepHeTe, rae Tbl M300paXkeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpenennTb TBOE MECTOMONOXEHME;

6. Mpu peructpaumn B coumansHoi ceT HeOBX0AMMO UCMOMb30BaTb CIOXHbLIE Naponu, cocTosLwme 13 Byke
U UMdp U C KONNYECTBOM 3HAKOB HE MeHee 8;

7. lna coumnanbHOM CeTH, NOYTbI U apyrux cantoB H606XO,EI,I/IMO MCNnoJsib30BaThb pa3Hble Naposin. Torpa ecnu
Tebs B3NOoMatoT, TO 3MOYyMbILUNEeHHUKN nony4aT AOoCTyn TOJ1bKO K OAHOMY MECTY, a HE BO BCe Cpas3y.

ONeKTPOHHbIe AeHbIN

ONEKTPOHHbIE AEHbIN - 3TO OMeHb YAOOHLIN cnocob nnaTexen, OAHaKO CYLECTBYIOT MOLUEHHUKKN, KOTopble
XOTAT NOMYYUTb 3TN AEHbLIN.

SﬂeKTpOHHbIe OeHbrn noABMnnUCb coBceM HeagaBHO U MMEHHO U3-3a 3TOro BO MHOIMNMX rocyaapcrtBax OO0 CUX
nop He nponncaHo Npo HUX B 3aKOHax.

B Poccun xe oHM (PYHKLMOHMPYIOT M O HUX yXe NPONUCaHO B 3aKOHe, rae VX pasgensioT Ha HEeCKONbKO
BMAOB - @QHOHWMHbIE M HEe aHOHUMHble. Pa3Huua B TOM, YTO a@HOHWMHbIE - 3TO Te, B KOTOPbIX paspeluaeTcd
npoBoAuTL onepaunn 6e3 nageHTUdUKauMn nonb3oBaTens, a B HEAHOHUMHBIX WMAeHTUMKauns nonb3osartens
ABnseTca obasaTenbHON.

Takke cnegyeT pasnuyaTb 3MNEKTPOHHblE duaTHble AeHbrn (paBHbl FOCYO4APCTBEHHLIM BamnwTaMm) wu
3NEKTPOHHbIE HedMATHbIE AEHbIMN (HE paBHbl rOCYAAPCTBEHHBIM BarnoTam).

OcHoBHble coBeThbl No 6e3onacHon paboTe ¢ SNEKTPOHHBbIMU AEHbramu:;

1. MpurBSXN K cHETY MOBUIbHBIN TenedoH. 3TO cambin YA06HbIA U BbICTPLIN cnoco® BOCCTAHOBUTL AOCTYN K
cuety. lMpmBA3aHHLIN TenedoH NOMOXET, ecnu 3abyadellb CBOM MMaTeXHbI Naposfib UNW 3argellb Ha CanT C
HEe3HaKoMOro yCTPONCTBa;

2. Ncnonb3yn ogHopasosble naponu. Nocne nepexoga Ha ycwureHHyo aBTopusaumio Tebe yxe He Gyaer
yrpoXaTb OMAaCHOCTb KPaXu UK NepexsaTa MnnaTeXXHoro napons;

3. Bbibepu cnoxHein naposnb. lpecTynHukam 6ygetr He MpocTo yragatb CHOXHbIA naponb. HagexHble
naposnu - 9To Naposin, KOTopble COAepXKaT He MeHee 8 3HAKOB M BKOYaloT B cebs1 CTPOYHbIE U MPOMUCHBIE BYKBbI,
LUMdpbl M HECKOMNbKO CUMBOSOB, TakMe Kak 3HaK gornapa, yHTa, BOCKnuUaTenbHblM 3HaK u T.n. Hanpumep,
$tRONg!;;

4. He BBOAW CBOM NIMYHbIE AaHHbIE HA calTax, KOTOPbIM HEe AOBEPSELLb.
OneKTpoHHasA nouyTa

OneKkTpoHHas MnoyTa - 9TO TEXHONOMMS W NPEeAoCTaBMsiEMble €0 YCMyrM MO MEPEeChINike U MOSyYEHUIO
3MEKTPOHHbIX COOOLLEHUIN, KOTOPbIE pacrnpenenstoTcss B KOMMbOTEPHON ceTu. OBbIYHO SMEKTPOHHBLIA MOYTOBbIN
AWK BbIMAANT criegylowmm obpa3om: MMs_Nonb3oBatensa@uMs_aomeHa. Takke Kpome nepegadym npocToro
TEKCTa, UMeeTCH BO3MOXHOCTb NepefasaTb oannbl.

OcHoBHble coBeTbl N0 6e3onacHo paboTe C 3NEKTPOHHOM MOYTOMN:

1. Hapo BbiOpaTb NpaBWIbHbIA MOYTOBLIN CepBUC. B MHTEpHETE eCTb OrpoMHbIA BbIOOP GecnnaTHbIX
MOYTOBbIX CEPBUCOB, OAHAKO Ny4lle AOBEPATb TEM, KOO 3HAELUb W KTO NEPBbIN B PENTUHTE;
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2. He ykasbiBal B JMYHOW MOYTE JMYHYKO  MHdopmauuio. Hanpumep, nydwe BblbpaTb
"My3blkanbHbIN_daHaTt@" unu "pok2013" BmecTo "Tema13";

3. Vcnonb3yn gByxaTanHyto aBTopusaumio. 3To korga NoMUMO Naponst HY»KHO BBOAWUTbL KO, MPUCbINaeMbIn
no SMS;

4. BbiGepn crnoxHbli napornb. Ons kaXaoro NoYToBOro silMka SOIMKEH ObiTb CBOW HafEXHbIA, YCTOMUMBbLIN K
B3MOMY Naporib;

5. Ecnn ecTb BO3MOXXHOCTb HanucaTb camMmomy CBOW NMNYHbIN BOMpOcC, I/ICI'IO.I'IbSyIZ 3TY BO3MOXHOCTb;

6. |/|CI'IOJ'II:>3yI;1 HECKOJIbKO MOYTOBbIX ALLWKOB. I'IepBb||71 Ansi YacTHowm nepennckn ¢ agpecaramum, KOTOpbIM Thbl
noBepsdeLlb. 310 SJ'IeKTpOHHbII;I agpec He Haao ncnonb3oBaTb NpU perncTpaumm Ha (*)OpyMaX 1 canTtax;

7. He oTkpbiBan thannsl U gpyrme BrnoXeHUs B MUCbMax, Aaxe eCcrnn OHW NpuWnun oT TBoMX Apy3ein. Jlydwe
YTOUHW Y HUX, OTNPaBnAny Nu oHn Tebe atun dannsi;

8. Nocne okoH4YaHMsA paboTbl Ha MOYTOBOM CEPBUCE NEPEen 3aKkpbITUEM BKMaAKM C CanToMm He 3abyab HaxaTb
Ha "Bbiitun".

Knb6epOoynnuHr unu BuptyanbHoe usgeBaTtenibCTBO

KnbepbynnuHr - npecnegoBaHue COOOLLEHUAMU, COAepXaliumMu OCKOpOneHus, arpeccuio, 3anyrmBaHue;
XYINUraHCTBO; coumanbHoe 6oMKOTMPOBaHME C MOMOLLLIO pasfnyHbIX MHTEPHET-CEPBUICOB.

OcHoBHble coBeThbl No 6opbbe ¢ kMbepbynnHrom:;

1. He Gpocarics B 6on. Jlyywmin cnocob: nocoBetoBaTbCs Kak cebst BECTU U, €CNN HET TOro, K KOMY MOXHO
obpaTtuTbCcd, TO BHavane ycrnokoutbecs. Ecnn Tbl HayHeLWb OTBeYaTb OCKOPOEHMAMM HA OCKOPOIEHMs, TO TOSbKO
eLle 6onblue pasoxkellb KOHIINKT;

2. YnpaBnsawn ceoen knbeppenyrtauuen;
3. AHOHVMMHOCTb B CETU MHMMas. CyLLLeCTBYHOT CnOcobbl BbISICHUTb, KTO CTOMT 3@ @HOHWMHbLIM aKKayHTOM;

4. He cTOWUT BECTU XYNUraHCKuin obpa3 BUPTYasribHOM XM3HWU. VIHTEpHET domKcupyeT BCe TBOW AENCTBUS U
COXpaHseT uX. YoanuTtb ux OyaeT kpanHe 3aTpyAHUTENbHO;

5. Cobniogan cBow BUPTYaribHYK YeCTb CMOSIOAY;

6. WrHopvpy eguHuyHbii HeratuB. OgHOpasoBble OCKOpOMTEmNbHbIE COOOLLEHMS Jyylle WUrHOPUPOBAaTb.
O6bIYHO arpeccus npekpallaeTcsl Ha HavyanbHOW cTaguu;

7. baH arpeccopa. B nporpamMMax obmeHa MrHOBEHHbIMU COOOLLEHVSMM, B coUMalbHbIX CETAX €eCTb
BO3MOXHOCTb GITOKMPOBKM OTNPaBKM COOGLLEHWI C onpeaerieHHbIX aapecos;

8. Ecnu Tbl cBMAeTenNb knbepbynnmHra. TBou OeNCTBYS: BbICTYNUTb NPOTUB NpecrieqoBaternsi, nokasaTtb emy,
YTO €ero OercTBUA OLIEHMBAIOTCH HEraTMBHO, NMOAAEPXKaTb XXEePTBY, KOTOPOM HyXKHa MCUXororMyeckasi rnomoLlb,
CO0OLWUTL B3POCIbIM O dhaKTe arpeccMBHOrO NoBeAeHUs B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapTOHbI 1 NNaHWeTbl cogepxaTt B cebe BrnofHe B3pocnblii oyHKLUMOHAN, U Ternepb OHU
MOTYT KOHKYPUPOBAaTb CO CTaUMOHAPHbIMK KoMMnbloTepamn. OgHako, cpeacTB 3almTbl Anst NogobHbIX YCTPOWCTB
noka o4YeHb Maro. TecTMpoBaHWE U MOUCK YA3BMMOCTEN B HUX MPOUCXOAUT He Tak MHTEHCMBHO, kak ans [MK, To xe
camoe KacaeTcst U MOBUMNbHbLIX NMPUNOXEHUIA.

COBpeMeHHbIe MOOUNbHbIE 6pay3epbl yXe npaktn4eckn AorHalnnm HacCTollbHble aHanoru, o[gHakKo
paclumpeHue (*)yHKLI,VIOHaJ'Ia BneveT 3a cobon 60]'IbLIJyPO CNOXXHOCTb U MEHbLUYH 3allULEeHHOCTb.
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[daneko He BCe MPOW3BOAMTENM BbIMyCcKalOT OOHOBMNEHUs, 3aKpbiBaloLue KpUTUYECKMe YA3BMMOCTWU AN
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl A5t 6e30nacHOCTM MOOUIBHOTO Te.l'leq)OHaZ

Huuero He saBnsetca no-HacrtosALwemy OecnnaTtHbIM. Eyﬂ,b OCTOpPOXeH, Bedb Koraa Tebe npegnaratoT
OecnnaTHbI KOHTEHT, B HEM MoryTt ObITb CKPbITbl KakKne-To niaTHbIe YCIyru,

Oyman, npexage yem otnpaBuTb SMS, ¢oTo mnu Bngeo. Tbl TOYHO 3HaEWb, rae OHU ByayT B KOHEYHOM
utore?

HeobxoaMmMo 06HOBNSITE ONEePaLMOHHYI0 CUCTEMY TBOErO CMapTdOHa;
Vcnonb3yi aHTMBMPYCHbIE NPOrpaMMbl Ansi MOOUIbHbIX TeNnedOoHOB;

He sarpyxaii NpunoXxeHus OT HEW3BECTHOrO WCTOYMHMKA, BEAb OHW MOryT coAepaTb BpenoHOCHOe
nporpaMmMHoe obecrneyeHue;

lMocne Toro kak Tbl BbIAELWb C canTa, rae BBOAMI NUYHYO MHOpMaUuio, 3aian B HaCTponku bpaysepa u
yaanm cookies;

Mepuoanyeckn nposepsiv, Kakne nraTHble YCryrM akTUBUPOBaHbLI HA TBOEM HOMEPE;

[asawn cBon HoOMep MOBUNBHOMO TenedoHa TONbKO NMI0AAM, KOTOPbIX Thbl 3HAELLb U KOMY JOBEpPSELLb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOrga Tbl UM He Morb3yellbesi. He 3abbiBan MHOraa npoBepsitb 3TO.
Online vrpsbl

CoBpeMeHHbIE OHNaWH-UrPbl - 3TO KPaCOYHble, 3axBaTbiBalOLME pas3BrieyYeHUsi, O0begUHSAIONE COTHU
TbICSIY YernoBeKk Mo BceMy mupy. MIrpoku nccnegyroT AaHHbIM UM MUp, obLiaoTcs Apyr C APYroM, BbIMOMHSOT
3a/jaHusl, CpaXkatoTCsl C MOHCTPaMM U MOSy4atoT OMbIT. 3a YA0BONbLCTBUE OHW NNATAT: NOKYNatoT OUCK, OMfiavymBatoT
aboHEeMEHT unu NnpnobpeTaroT Kakme-To Onumu.

Bce 3T cpeagctBa umayT Ha nopdepkaHve W pasBUTME UMpbl, a Takke Ha camy 6e30nacHoCTb:
COBEPLLEHCTBYHOTCA CUCTEMbI aBTOPM3aLMM, BbINycKaloTCsi HOBble NaTyu (UndpoBble 3annaTtku Ans nporpaMm),
3aKpbIBAOTCS YAA3BMMOCTU CEPBEPOB.

B nogobHbIX urpax CTOMT onacaTbCA He CTONbKO CBOMX COMEPHMKOB, CKOJSIbKO Kpaku TBOEro maposs, Ha
KOTOPOM OCHOBaHa cucTemMa aBTopu3auny 6onbLUMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOENO MrpoBOro akkayHTta:

1. Ecnu gpyron urpok Beget cebsa nnoxo unu cosgaet tebe HenpuAaTHOCTM, 3abrOKMpyn ero B Chuvcke
UrPOKOB;

2. MNoxanyicsa agMUHUCTpaToOpam Urpbl Ha NIIOX0e NOBEAEHUE 3TOro UIpokKa, JKenaTernbHO NPUIoKNUTL Kakue-
TO [JOKa3aTeNnbCTBa B BUOE CKPUHOB;

3. He ykasbiBan nu4Hyo nHopmaumio B npodanne urphbl;
4. YBaxan apyrux y4acTHUKOB NO Urpe;

5. He yctaHaBnuBan HeoduumnanbHble NaTtin N Moabl;

6. Micnonb3yn crioxHble 1 pasHble naponu;

7. Oaxe BO BpeMA uUrpbl HEe CTOUT OTKIMKOYaTb aHTUBUPYC. Moka Tbl nrpaellb, TBOW KOMMbOTEP MOTyT
3apa3nTb.
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PUWNHr nnun KpaXa NINYHbIX AaHHbIX

O6bI4HOM Kpa>|<e17| noeHer n OOKyMEeHTOB CerogHd yXe HUKOro He yaumBullb, HO C pa3BUTUEM UHTEPHET-
TexHonorunm 3MOYMbILUNEHHUKN nepeMeCcTUITnCb B UHTEPHET, N NpoaOoITKakT 3aHMMaTbCA "nobumMbIM" flenom.

Tak nosiBunacb HoBas yrposa: WHTEPHET-MOLLUEHHUYECTBA UNU OULLIMHT, FNaBHas Liefb KOTOPOro COCTOUT B
nonyyYyeHnn KoHUAeHLManbHbIX AaHHbIX Mofb3oBaTenen - NorMHOB U naponen. Ha aHrnuinckom asbike phishing
ynTaetcs kak duwmHr (ot fishing - peibHas noens, password - naporb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegu 3a cBOMM adKKayHTOM. Ecnun Tbi noaospesaellb, YTO TBOA aHKeTa Oblna B3anomaHa, To HeobxogMmo
336J'IOKMpOBaTb ee N coodWwnTb aAMUHUCTPAaTopaM pecypca 00 3TOM Kak MOXHO CKopee;

2. |/|CI'IOJ'II:3yl71 Oe3onacHble Beb-calThbl, B TOM Yucne, MHTEepPpHeT-Mara3smHoB U NMOUCKOBbIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnu 1ebst B3NOMalT, TO 3M0YMbILLIIEHHUKM
nonyyaT 4OCTYN TOMbKO K OAHOMY TBOEMY NPOdumo B CETU, a HE KO BCEM;

4. Ecnn Tebsa B3noManu, To Heobxoaumo npeaynpeanTs BCeX CBOMX 3HAKOMbIX, KOTopble fobaBneHbl y Tebs
B OpYy3bsX, O TOM, 4YTO TebsA B3noManu u, BO3MOXHO, OT TBOEro MMeHn ByaeT pacchinaTbCs CnaMm U CCbINKU Ha
(PULLIMHIOBbIE CaNThl;

5. YctaHoBu HagexHbIn naponb (PIN) Ha MoBunbHbIN TenedoH;
6. OTknto4M coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan cannbl n gpyrme BAOXeEHUsI B MMCbMaX, AaXe €Crnv OHM NpULInM OT TBouX Apy3en. Jlyywe
YTOYHU Y HUX, OTNPaBSN 1 oHM Tebe 3Tn dannbl.

LUundpoBas penyrauus

Lindposas penyTtauusi - 3To0 HeraTMBHasi U NO3UTUBHAA MHAopMaLns B ceTn o Tebe. KomnpomeTnpytoLlas
WMHpopmaums, pasMeLLleHHas B UHTEPHETE, MOXET Cepbe3HbIM 00pa3oM OTpasUTbLCS Ha TBOEW pearlbHOM XXU3HW.
"Lincpposas penytaums” - 3To TBOM UMUAXK, KOTOPbIA OPMUPYETCS M3 MHCpopMaLum O Tebe B UHTEPHETE.

TBOE MECTO XMTENbCTBA, y4ebbl, TBOE (PMHAHCOBOE MOSIOXKEHME, OCOBEHHOCTU XapaKTepa W pacckasbl O
GnU3KNX - BCE 3TO HAKaNNMBAETCS B CETU.

MHorme noApOCTKM NErKOMbBICIIEHHO OTHOCATCA K Mybnukaumm nuyHown wuHdopmaumm B WHTepHeTe, He
NOHUMasi BO3MOXHbIX MOCNeaCcTBUA. Tbl Jaxe He CMOXellb JoragaTbCa O TOM, YTO dpoTorpadus, pasmelleHHasa 5
neT Hasag, cTana NpUYMHON OTKa3a NpuHATL Tebs Ha paborTy.

KommeHTapuu, pasmMeLleHue TBoux oTtorpaduii n gpyrme Aenctens MOryT He MCHesHyTb Jaxe nocne Toro,
Kak Tbl MX yganuwb. Tbl HE 3Haellb, KTO COXpaHWn 3Ty UHOpMauuo, nonana fnv oHa B MOWCKOBbIE CUCTEMbI U
COXpaHunach i OHa, a rMaBHOE: YTO NogymaroT o Tebe oKpyxatoLme fioam, KOTopble HAaNQyT U yBUAAT 3T0. HanTtn
MHGOPMALMIO MHOMO fIET CMYCTS CMOXET MobOoN - kak M3 Jobpbix NOBYXOEHWIA, Tak U C HAMEPEHUEM MPUYMHUTD
Bpen. OTO MOXeT ObITb KTO YrogHo.

OcHoBHBbIe coBeTbI NO 3awmTe UMPOBON penyTaunm:
1. MNogyman, npexae Yem 4To-To NybnmkoBaThk U NepedaBaTth y cebs B 6rore Unv B coLManbHON CeTw;

2. B HacTporkax npoduns ycTaHOBM OrpaHU4eHusi Ha NpoOCMOTP TBOEro npoduns n ero CoaepXunmoro,
caenan ero Tornbko "onsg apysen”;

3. He pasmeluait 1 He ykasbiBai MHGOPMaLMIO, KOTOpasi MOXKET KOro-nnbo ockopGnsATb Unm obuxaTs.
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ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJTIbHUKN - aKTUBHbIE MOJNb30BaTeE N LI,VI(*)pOBOFO NpoCTpaHCcTBa. OpHako paneko He Bce
3HaAKT, 4YTO nNONb30BaHMe MHOIMMMM BO3MOXHOCTAMU LLI/Iq)pOBOFO Mupa Tpe6yeT cobnioaeHus npaeB Ha
MHTEeNNeKkTyarbHyo COOCTBEHHOCTb.

TepMMH |'I/‘IHTeJ'IJ'IeKTyaJ'II:>Ha$| COOCTBEHHOCTL" OTHOCUTCS K pas3nn4HbIM TBOPEHUAM YernoBeYyeCcKoro yma,
Ha4ynHaa C HOBbIX M3O6peTeHVIl7I N 3HaKoOB, 0003HaYaloLUX COOBCTBEHHOCTL Ha npoayKTbl U yCcnyru, n 3akaH4nBas
KHUramu, (*)OTOFpa(bMﬂMI/l, KMHO(bMﬂbMaMI/I N My3blKalibHbIMU Npon3BeeHUAaAMN.

ABTOpPCKME MpaBa - 3TO NpaBa Ha MHTEMNNeKTyanbHY COBCTBEHHOCTb Ha NPOU3BEAEHUA HayK1, NUTepaTypsl
N uckyccTBa. ABTOPCKME MpaBa BbICTYMalOT B KAYECTBE rapaHTUM TOro, YTO MHTENMeKTyanbHbIA/ TBOPYECKUn Tpya,
aBTOpa He ByaeT HamnpacHbIM, 4acT eMy CripaBenuBble BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTtax CBOero Tpyaa,
Momny4YnTe W3BECTHOCTbL W MpusHaHue. Hukto 6e3 paspelleHVss aBTopa He MOXET BOCMPOU3BOAUTL €ro
npousBeeHne, PacnpocTpaHaTb, NyGNMYHO OEeMOHCTPMPOBaTh, NPoAaBaTh, UMMNOPTMPOBATL, MyCcKaTb B MPOKAT,
NyGNUYHO UCTIOMNHATB, NMOKa3bIBaTL/UCMOMHATL B adoupe unu pasmellaTs B MIHTepHeTe.

Vcnonb3oBaHue "nupaTckoro” nporpaMMHOro obecneveHnss MOXeT NPMBECTU K MHOTUM puUcKam: OT notepwu
OaHHbIX K TBOMM akkayHTam [0 GnOKMPOBKM TBOEro YCTPOWCTBA, rae yCTaHOBMEHa HeneranbHas nporpamma. He
CTOUT Takxke 3abblBaTb, YTO CYLLECTBYIOT feranbHble 1 6ecnnatHble NporpamMmmbl, KOTOPbIE MOXHO HanTW B CETU.

O nopTane

CeTeBUYOK.pd - TBOW rMaBHbIN COBETYMK B CETU. 34eCb Thl MOXeELWb Yy3HaTb O Ge3onacHOCTU B CeTU
MOHATHBIM U AOCTYMHbLIM S3bIKOM, @ NPU BO3HWKHOBEHUN KPUTUYECKOW CUTyaummn 06paTuTbCs 3a COBETOM. A Takke
MPUHATb y4acTue B KOHKypcax U cTaTb CaMbiM LM(POBbIM rpaxgaHuHom!

Mpunoxexne N 3
NAMATKA AnA POAUTENEW OB UHOOPMALIMOHHON BE3OMNACHOCTU AETEN

OnpeneneHve TepMmnHa "nHdbopmMaumoHHas 6e3onacHocTb aeten” cogepxutcs B PegepanbHom 3akoHe N
436-903 "O s3awuTe geten oT MHGOPMaLUW, MPUYUHAIOWENA Bped WX 300POBbI0 M pasBUTUKO", perynvpyloLmm
OTHOLLIEHMS!, CBA3aHHbIE C 3aLLMTON AEeTen OT UHpopMaLMK, NPUYMHSIOLLIEN BPEea WX 300POBbLI0 U (MNK) pasBUTUIO.
CornacHo gaHHOMY 3aKkoHy "MHGOpMaLMOHHas Ge3onacHoCTb AeTen" - 3TO COCTOSIHME 3alUMLLIEHHOCTW, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYNMHEHNEM MHDOPMaLMEN Bpeaa uUx 30opoBbio 1 (Mnn) U3nyYeckomy,
NMCUXNYECKOMY, AYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®egepanbHoro 3akoHa N 436-P3 nHbopmaumen, NpuYmHSAOLWEN Bped 300pOBbI0 U (Mnn) pasBuTUo
JeTen, ABNAeTcs:

1. HOpMaLMS, 3anpeLLeHHas sl pacnpoCcTpaHeHUst cpean AeTen;

2. VHopmMaumMs, pacnpoCTpaHEeHME KOTOPOW OrpaHW4yeHO cpeau AeTen onpedeneHHbIX BO3PacTHbIX
KaTeropumn.

3. K uHpopmauun, 3anpeLLeHHon ons pacnpocTpaHeHus cpeau AeTen, OTHOCUTCS:

4. nHopmMaums, nobyxagarowas OeTel K COBEPLUEHNIO OEVWCTBUWA, MPeaCcTaBrsiowmX Yrpo3y WX XU3HU U
(Mrn) 300pOBLIO, B T.4. MPUYMHEHMWIO BpeAa CBOEMY 3[40POBbIO, CaMOyOVNCTBY;

5. cnocobHoCTb BbI3BaTb Yy neten xenaHue yI'IOTpe6VITb HapKOoTHU4ecKkne cpeacrtBa, NCUXOTPOINHbIE U (VIJ'IVI)
oQypmaHuBarwuine BeLlecTBa, TabayHble wn3genus, allkoroJsibHyr0 1 CcnupTocodepXallyro npoaykuuio, nNmMBo U
HaMNMTKn, n3rotaBjinBaemMble Ha €ro OCHOBE; MNMPUHATb y4daCTue B a3apTHbIX Urpax, 3aHUMaTbCA l'lpOCTI/ITyLI,I/IEI?],
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GDOAH)KHVI‘-IGCTBOM nnn non pOLIJaIZHI/I‘-IeCTBOM;

6. obocHoBbIBaOLWas UNu onpasgbiBaroliad gonyCTUMOCTb Hacununa wu (I/IJ'IM) KecTokocTn nmbo
n06y>|q:|,arou.l,a$| OCyLLEeCTBNATb HACUINbCTBEHHbIE OENCTBUS MO OTHOLLEHWIO K NIIOAAM U XKNBOTHLIM;

7. oTpvuatolas ceMeiHble LLEHHOCT U hopMupyloLLas HEYBaXKeHWe K poauTensm 1 (Mnv) Apyrim YreHam
CeMbM;

8. onpaeabiBatoLlasi NPOTUBOMNPaBHOE NOBEAEHNE;
9. copepkallasi HeLleH3ypHyto bpaHb;
10. cogepxalyaa nHpopmaLmo nopHorpacmnyeckoro xapakrepa.

K uHopmauum, pacnpocTpaHeHWe KOTOPOM OrpaHMYeHo cpeau [neTeil OonpeaeneHHoro BoapacTa,
OTHOCUTCH:

1. MHpopmauus, npeacTaBngemas B Buae U3006pakeHUss UM onmMcaHus XeCcToKOCTH, PU3NYECKOro 1 (Mnm)
NMCUXNYECKOro HaCUnus, NPeCTynNeHNs UNn MHOro aHTUOBLLECTBEHHOIO AENCTBUS;

2. Bbi3blBaoLWlada y p,eTe|7| CTpax, yXac unun naHuky, B T.4. npeancraBndemasd B Buae |/|306pa>|<eHv|;| nnn
OnucCaHUsl B YHWXKaloLWen 4ernoBeyeckoe [AOCTOMHCTBO (popMe HeHacunbCTBEHHOW CMepTH, 3abonesaHus,
camoyOuMNCcTBa, HECHACTHOrO Cryvasi, aBapum unu katactpodbl 1 (Mnn) x NOCNeacTBui;

3. npeacraenseMas B Buae W3006pakeHUsI UMW OMUCaHUST MOMOBbIX OTHOLUEHUA MEXOY MYXYMHON W
KEHLLNHOW;

4. cogeprkallasi 6GpaHHbIE CNOBa U BbIpaXXeHUs!, HE OTHOCSALLMECS K HELIEH3YPHON GpaHu.

C yuyetom atoro Bam npegnaratotca npasuna paboTtbl B ceT WVIHTEpHET Onsi pasfvyHbIX BO3PaCTHbIX
KaTeropuin, cobnogeHne KoTopbiX NO3BONNT obecneynTb MHAOPMALMOHHYI0 6e30MacHOCTb BalLMX AETEN.

O6wue npaBuna gna pogurenen

1. HezaBuncmmo o1 Bo3dpacTa pebeHka ucnonb3ynTte nporpammMmHoe obecnedeHne, nomoratowlee punbTpoBaThb
N KOHTPONMpOBaTb MHOPMaLMIO, HO HE NonaranTecb NOSHOCTBLIO Ha Hero. Balle BHUMaHWE K peBeHKy - rmaBHbIN
MeTop, 3aLUnThI.

2. Ecnn Baw pebeHOK MmeeT akkayHT Ha OAHOM M3 couumanbHbix cepsucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru un 1.n.), BHUMATENbHO N3y4MTe, Kakyto MHGPOPMAaLMIO NOMELLAT €ro Y4acTHUKM B CBOMX NMpodpunsax m
©norax, Bkntovasi goTtorpadmm n BUAEO.

3. lMpoBepbTe, C KakMMU OpyrMMKM carWTammn CBA3aH couunanbHbii cepBuc Bawero pebenka. CtpaHuyku
Bawwero pebeHka moryT ObiTb 6e30nacHbIMK, HO MOTYT M COAEPXKaTb CChINIKA Ha HeXernaTernbHbIe U OMacHble CanThbl
(HanpvmMep, NOPHOCaNT, UNKN CanT, Ha KOTOPOM APYr YNOMWHAET HOMepP COTOBOro TenedgoHa Bawero pebeHka unu
Baw gomawHuin agpec)

4. MNoowpsnte Bawunx geten coobwars 060 BCEM CTPaHHOM WUIM OTTasIKMBAOLLEM U HE CIIULLKOM OCTPO
pearnpyvte, Korga OHW 3TO AenaloT (U3-3a onaceHus NoTepaTb A0CTYN K IHTEepHETY 4eTn He roBOPST poaMTENSAM
0 npobnemax, a Takke MOryT Ha4yaTb MCNONb30BaTb VIHTEPHET BHE AOMa W LLUKOSbI).

5. bygbTe B Kypce ceTeBou Xu3Hn Bawero pebeHka. MIHTepecyiTech, KTo ux apy3bs B IHTEpHET Tak xe, Kak
WHTEpecyeTecb pearnbHbIMU OPY3bsMU.

Bo3spacTt ot 7 pno 8 ner
B NHTepHeTe pebeHOK cTapaeTcd NoceTUTb T€ UMW MHble CalTbl, @ BO3MOXHO M 4aTbl, paspelleHne Ha

noceweHne KOTOPbIX OH HEe nony4un Obl OT pOD,I/ITeJ'IeVI. HOSTOMy poouTenam 0COOEHHO MNOne3HbI 6WJ,YT TE
OT4ETbl, KOTOPblE NpPeaocTaBnAlTCA nporpaMmmMmamMmm Mo OrpaHn4eHuUrd UCnosib3oBaHUA MHTepHeTa, T.€.
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Poauntenbckui KOHTPOJ1b UMK TO, YTO Bbl CMOXETE YBNOETbH BO BPEMEHHbLIX cba|7|nax. B pesynbTare, y pe6eH|<a He
6yp,eT ouwlyuieHua, 4YTo 3a HMM BeaeTcd NOCTOSIHHbIN KOHTPOIb, OO4HAKO, poaunTenu 6y,D,yT no-npexHemy 3HaTb,
Kakue cainTbl noceliaet ux pe6eHOK. [etn B pgaHHOM BO3pacTte obnagalT CUnbHbIM YyBCTBOM CE€MbW, OHU
noBep4ynBbl U HE COMHEBAKOTCA B aBTOpUTETax. OHu nobsaT urpatb B CeTeBble UIpbl U nyTewecTeBoBaTb MO
MHTepHeTy, MCMNOJIb3yA ANMEKTPOHHYIO NOYTY, 3aX0A4UTb Ha CalTbl U YaTbl, He pekoMeHaoBaHHbIE poanTeENnAaAMNA.

CoBeTbl No 6e3onacHocTy B ceTn NHTepHeT ans aeten 7 - 8 net

1. CosgaviTe CMMCOK LOMALLUHMX NpaBun MocelleHus VIHTepHeTa npu ydactum geten u Tpebywnte ero
BbINOSTHEHUA.

2. Tpebyitte oT Baluero pebeHka cobniogeHnss BpeMeEHHbIX HOPM HaxoXaeHusl 3a KoMMboTepoM. Mokaxute
pebeHky, 4To Bbl HabnogaeTte 3a HUM He NOTOMy 4YTo Bam aTo xo4eTcs, a notomy 4To Bbl 6ecnokontech o ero
6e30nacHOCTM 1 BCeraa roToBbl eMy MoMOouYb.

3. KomnbloTep ¢ nogkntoyeHnem kK VIHTEPHETY OOIKEH HaxoouTbcs B oOLler komMHaTe nog MpUcMOTPOM
poauTenen.

4. Vicnonb3ynTte cneumarnbHble AeTCKUEe MOUCKOBbIE MaLLMHBI.

5. Ucnonbayiite cpeactBa 6noknMpoBaHUSA HexenaTernbHOro KOHTEHTa Kak AOMNOfIHEeHWe K cTaHdapTHOMY
Poautenbckomy KOHTPOIIO.

6. Cosgainte ceMenHbl ANEKTPOHHbIN ALUK, YTOObI HE NO3BONUTL AETAM UMETb CODCTBEHHbIE agpeca.

7. BnokmpyiTte gocTtyn k cantam ¢ 6ecnnaTHbIMW MOYTOBLIMM SLLMKAMM C MOMOLLBI COOTBETCTBYHOLLENO
nporpaMmMHoOro obecneyeHus.

8. Mpuyunte pgeten coeetoBaTbCcA ¢ Bamn nepen onybnukoBaHMEM KakoW-NMbo MHdopMaumm cpeacteamm
3NEKTPOHHON MOYTbI, YaTOB, PEMMCTPALMOHHBIX OOPM U Npodunen.

9. Hayunte geten He 3arpykaTb dainnbl, nporpamMmmbl UnNu My3biky 6€3 Ballero cornacus.
10. He paspeluainte getsiMm Ncnosnb3oBaTth Cy>0bl MTHOBEHHOrO 0OMeHa COOBLLIEHMAMM.

11. B "Genbit" cnucok canToB, paspeLUeHHbIX [Of1s1 MOCELLEHUs, BHOCUTE TOMbKO CaWlTbl C XOpOLUEW
penyTaumen.

12. He 3abbiBante GecegoBaTb € AeTbMU 00 uX Opy3bsx B VIHTepHeTe, Kak ecnu Obl peyb LWa o Apy3bsX B
peanbHOM XXU3HM.

13. He genavite "1aby" n3 BonpocoB NOMOBON MN3HW, TaK Kak B VIHTEpHETe OeTn MOTyT NIErko HaTKHYTbCA Ha
nopHorpaduio nnu cantbl "gnga B3pocrbIxX”.

14. MNpwnyuyunte Bawero pebeHka coobate Bam 0 NobbIX yrpo3ax unm Tpesorax, CBsA3aHHbIX C VIHTepHeToM.
OcTtaBainTecb CNOKOWHLIMW U HAMOMHUTE AETAM, YTO OHM B Ge3onacHOCTW, ecnv camm pacckas3ann BaMm O CBOMX
TpeBorax. [oxBanute nx n NOCOBETYWTE NOQONTM eLle pa3 B NoJ0OHbIX Cryyasix.

Bo3spacTt geten ot 9 go 12 net

B paHHOM BoO3pacTe AeTu, Kak NpaBuMo, YXe HacnbiwaHbl O TOM, Kakasi MHgopMauus CyLlecTBYeT B
WHTepHeTe. COBEPLUEHHO HOPMAIibHO, YTO OHWM XOTHAT 3TO YBMAETb, MPOYECTb, yCnbiwaTb. [1pyM 3TOM HyXXHO
MOMHWTb, YTO AOCTYN K HeXenaTenbHbIM MaTepuanamMm MOXHO Jlerko 3abrokvpoBaTb MNpy MOMOLUU CPencTB
Poantenbckoro KOHTPons.

CoBeTbl N0 be3onacHocT Anga geten ot 9 go 12 net

1. CospgaiiTe CMMCOK OOMalLHWX MpaBurl MOCeLleHNs VIHTepHeT npu ydacTuu peteid u TpebyiiTe ero
BbINOMHEHUS.
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2. Tpebyiite oT Bawwero pebeHka cobnogeHns HOpM HaXOXAEHWUST 32 KOMMBIOTEPOM.

3. Habniopante 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, NOKaXxuTe emy, 4YTto Bbl BecnokonTtechk 0 ero
6e30nacHOCTM 1 BCeraa rotoBbl Oka3aTb €My NMOMOLLb.

4. KomnbloTep c¢ nogkntoyeHvem B VIHTepHET OOmkeH HaxoauTbecs B OOLWel KOMHaTe Mog NpUCMOTPOM
poguTenen.

5. |/|CI'IOJ'Ib3yl7ITe cpenctea 6J'IOKI/1pOBaHI/1$| HeXenaTtenibHOro KOHTEeHTa KaK AOOMNOfIHeHMe K CTaHOapTHOMY
POﬂMTeJ'IbCKOMy KOHTPOIHIO.

6. He 3abbiBaiiTe NpuHUMaTh HEMOCPEACTBEHHOE y4acTue B XuU3HM pebGeHka, GecefoBaTth ¢ 4eTbMU 06 WX
Apy3bsx B MIHTepHeTe.

7. HactauBainTe, 4ToGbl 4€TW HUKOrAa He cornallanncb Ha fMYHble BCTPeYM C ApY3bsiMu Mo VIHTEpHETY.
8. Mo3BonsanTe geTam 3axouTb TONbKO Ha canTbl 13 "Genoro” cnmncka, KOTopbI co3hanTe BMECTe C HUMN.

9. MNpuyunte geTen HUKOr4a He BbidaBaTb JIMYHYO MHpOPMaLMIO cpeacTBamMu SMEKTPOHHOW MOYThI, YaToB,
CUCTEM MIHOBEHHOro 06MeHa CoOBLLEHNAMU, PErMCTPaLMOHHBIX POPM, NNYHbBIX NPOodUNent 1 Npu pernctpaumm Ha
KOHKypcbl B IHTepHeTe.

10. MNpuyynte geten He 3arpyxaTtb nporpaMmmbl 6e3 Bawero paspelueHns. OBbACHUTE UM, YTO OHU MOTYT
CryyYariHo 3arpy3uTb BUPYCbI UNW ApYyroe HexenartensHoe nporpammHoe obecneyeHue.

11. Cosgante Bawwemy pebeHKy OrpaHMYEHHYHO YYETHYIO 3annch Anga paboThl Ha KOMMbLIOTEpE.

12. Mpunyumnte Bawero pebeHka coobLiaTe Bam O NOObIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ MIHTepHETOM.
HanoMHuTe aetam, 4To oHM B 6€30MacHOCTM, ECMM CaMu pacckasanu BaMm O CBOMX TPEBOrax M OnaceHusix.

13. Pacckaxute getsim o nopHorpadgum B IHTepHeTe.

14. HactanBante Ha Tom, 4YTOObLI AETW NPEOOCTaBNANM BaM OOCTYN K CBOEW 3rIEKTPOHHON noyTe, Y4Tobbl Bbl
y6eamnmcb, YTo OHU He obLLalTCsl C HE3HaAKOMLaMM.

15. OGbsAICHUTE OETSAM, YTO Hemnb3s MCMOMb30BaTb CETb OJ1S1 XYNUraHCTBa, pacrnpoCTpaHeHusl CrneTeH unm
yrpos.

Bo3spacTt geten ot 13 go 17 net

B 3TOM Bo3pacTe nMogpoCTKM akTUBHO MCMOSb3YIOT MOUCKOBLIE MaLUVHbI, MOMb3YHTCA 3MEKTPOHHOM MOYTOW,
cny>x6aMmm MrHOBEHHOro obmMeHa COOOLLEHUsIMU, CKauMBaloT My3blky M urbmbl. Manbyvkam B 3TOM BO3pacTe
Gonblle MO HpaBy CMeTaTb BCE OrpaHWYeHWsl, OHW XakayT rpyboro tomopa, as3apTHbIX Urp, KapTUHOK "ans
B3pocnbix". [eBoykM npednouyntaloT oblaTtbCa B 4aTtax, NpuM 9TOM OHWM ropas3go Gonee 4yBCTBUTENbHbI K
cekcyarbHbIM goMoraTenbcTBam B VIHTEpHeTe.

3ayacTylo B JaHHOM BO3pacTe poauTEnsM YyXe BeCbMa CITOXXHO KOHTPONMpOBaTb CBOWX AeTel, Tak Kak 06
VIHTepHETE OHM yXe 3HalT 3Ha4MTenbHO Gonblle CBOMX poguTenen. Tem He MeHee, He OTMycKamTe OeTen B
"cBobogHoe nnaBaHue" no MiHtepHeTy. CTapanTeck akTMBHO y4acTBoBaTh B 00wweHnn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobnopatb npaBuna WHTepHeT-6e3onacHOCTM - cornalleHne  Mexagy
poauTenamu n aetbMu. Kpome Toro, HeoGXOOMMO Kak MOXHO 4alle npocMaTpuBaTb OTYETbI O OESTENbHOCTU
netein B NHTepHeTe. Cnenyet ob6patuTb BHMMaHWe Ha HEeOOXOAMMOCTb COAEpXKaHWsi POAMTENbCKMX Maponei
(maponei agMUHUCTPATOPOB) B CTPOIOM CeKpeTe M 0bpaTuTb BHUMAHWE Ha CTPOroCcTb 3TUX Naponen.

CoBeTbl No 6e3onacHocTM B 3TOM Bo3pacTe oT 13 go 17 net

1. CospaiiTe CMMCOK AOMAaLUHUX MNpaBwun noceleHus VIHTepHeTa npu yy4acTuu NOAPOCTKOB U TpebyiiTe
Ge3ycnoBHOro ero BbinosnHeHnst. OBroeopute ¢ peGEHKOM CMICOK 3anpeLLeHHbIX canToB ("4epHbliA cnncok”"), Yachl
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paboTbl B IHTepHeTe, pyKOBOACTBO MO 06LLEHUIO B MIHTepHeTe (B TOM Ynche B YaTax).
2. KomnbloTep ¢ nogknioyeHnem K cetu VIHTepHeT AoMmKeH HaxoauTbes B 0bLLeit KoMHaTe.

3. He 3abbiBaitTe GecenoBatb ¢ AeTbMU 06 WX Apy3bsix B VHTepHeTe, 0 TOM, YEM OHW 3aHATbl TaKUM
obpa3om, OyaTo peyb MaeT O Opy3bsix B pearibHoOW xu3HK. CrnpalinBante o nogsx, ¢ KOTopbiMU AeTU obLiatoTes
nocpeacTBoM Cryx6 MrHOBEHHOTrO 0GMeHa COOBLLIEHNAMN, YTOOLI YOeanTbesl, YTo 3TU Noan UM 3HaKOMBbI.

4, |/|CI'IOJ'Ib3yl7ITe cpenctea 6J'IOKI/1pOBaHI/1$| HeXenaTteribHOro KOHTEeHTa KaK AOOMNOfIHeHMe K CTaHOapTHOMY
POﬂMTeJ'IbCKOMy KOHTPOIHIO.

5. Heo6xop.|/1M0 3HaTb, KakKMMn 4YaTamMun Nonb3yHTCA Bawu petwn. |_|00I.Ll,pF|I;ITe ncnonb3oBaHne
MoagepupyemMbix 4aToB U HacTausanTe, YTOObI netn He O6LI.|,aJ'IMCb B NPMUBATHOM peXume.

6. HactamnBalite Ha TOM, YTOOb! OETU HUKOrAa He BCTpeYalncb JIMYHO C APpYy3bAMU U3 CEeTU MHTepHeT.

7. MNpuyunte geten He BbigaBaTb CBOK MNYHYIO WHGOPMALMIO CPeaCcTBaMW 3NEKTPOHHOW MOYTbl, YaTos,
CUCTEM MIHOBEHHOro 0bMeHa CoOBLLEHNMU, PErmMCTPaLMOHHbIX OPM, NMNYHBIX Npodunen n Npu perncTpaummn Ha
KOHKypcbl B IHTepHeTe.

8. MpuyunTte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHunsa. O6bACHUTE UM, YTO OHU MOTYT
Cry4anHo 3arpy3vTb BUPYCbl UK OPYroe HexenaTtenbHoe nporpaMMmHoe obecneyeHue.

9. MNpwuyunte Bawero pebeHka coobuiaTe BaM O NOObIX yrpo3ax unv TpeBorax, CBsA3aHHbIX ¢ MIHTepHeToM.
HanomHute peTsM, 4To oHM B ©Ge3omacHOCTW, ecriv camMu pacckasanu Bam, O CBOWX Yrpo3ax Wi TpeBorax.
MoxBanute nx N NOCOBETYNTE NOAOWTHM eLle pa3 B NOAOOHbIX criyvasix.

10. Pacckaxute getam o nopHorpacum B WHTepHete. lMomornte MM 3awmtuTbCA OT cnama. Hayuute
MOAPOCTKOB He BblidaBaTb B WHTepHETe CBOEro pearnbHOrO SfEeKTPOHHOro ajpeca, He OoTBevyaTb Ha
HexxenaTtenbHble MMCbMa M UCMOMNb30BaTh CrieuuarnbHbie NoYToBble OUNbTPLI.

11. MNpuyunte cebsa 3HaKOMUTBLCS C canTamp, KOTOPbIE MNOCELLAOT NOAPOCTKM.

12. Hayunte peten yBaxaTb OpyrMx B MHTEpHETe. Y6eauTech, UTO OHM 3HAKOT O TOM, YTO NpaBuiia XopoLlero
NoBeAEHN OENCTBYIOT BE3[E - AaXe B BUPTyanbHOM MUpE.

13. OObBbsACHUTE [JeTaM, 4YTO HM B KOEM Clnyyae Henb3sd wucnonb3oBatb CeTb AN XYNUraHcTea,
pacnpocTpaHeHNUsi CMETEH UMK Yrpo3 ApYruM NioasM.

14. O6cyaute ¢ nogpocTkamu Npobrembl CETEBBLIX a3apTHLIX UIP M UX BO3MOXHbIA pUCK. HanomHuTe, 4TO
OETN HE MOTYT UrpaTtb B 3TW UrPbl COTMIAaCHO 3aKOHY.

IMOCTOAHHO KOHTpONUpyWTE Ucnornb3oBaHe MHTepHeTa Bawwnm pebeHkom! 3TO He HapyLLeHne ero fIM4YHOro
NpOCTpaHCTBa, a Mepa NpegoCTOPOXHOCTU U NposiBreHne Ballen poantenbckom OTBETCTBEHHOCTU U 3a60Thl.
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